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Technical Support

Symantec Technical Support maintains support centers globally. Technical
Support’s primary role is to respond to specific queries about product features
and functionality. The Technical Support group also creates content for our online
Knowledge Base. The Technical Support group works collaboratively with the
other functional areas within Symantec to answer your questions in a timely
fashion. For example, the Technical Support group works with Product Engineering
and Symantec Security Response to provide alerting services and virus definition
updates.

Symantec’s maintenance offerings include the following:

m A range of support options that give you the flexibility to select the right
amount of service for any size organization

m Telephone and Web-based support that provides rapid response and
up-to-the-minute information

m Upgrade assurance that delivers automatic software upgrade protection
m Global support that is available 24 hours a day, 7 days a week
m Advanced features, including Account Management Services

For information about Symantec’s Maintenance Programs, you can visit our Web
site at the following URL:

www.symantec.com/techsupp/

Contacting Technical Support

Customers with a current maintenance agreement may access Technical Support
information at the following URL:

www.symantec.com/techsupp/

Before contacting Technical Support, make sure you have satisfied the system
requirements that are listed in your product documentation. Also, you should be
at the computer on which the problem occurred, in case it is necessary to replicate
the problem.

When you contact Technical Support, please have the following information
available:

m Product release level
m Hardware information
m Available memory, disk space, and NIC information

m Operating system
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m Version and patch level
m Network topology
m Router, gateway, and IP address information
m Problem description:
m Error messages and log files
m Troubleshooting that was performed before contacting Symantec

m Recent software configuration changes and network changes

Licensing and registration

If your Symantec product requires registration or a license key, access our technical
support Web page at the following URL:

www.symantec.com/techsupp/

Customer service
Customer service information is available at the following URL:
www.symantec.com/techsupp/
Customer Service is available to assist with the following types of issues:
m Questions regarding product licensing or serialization
m Product registration updates, such as address or name changes
m General product information (features, language availability, local dealers)
m Latest information about product updates and upgrades
m Information about upgrade assurance and maintenance contracts
m Information about the Symantec Buying Programs
m Advice about Symantec's technical support options
m Nontechnical presales questions

m Issues that are related to CD-ROMs or manuals
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Maintenance agreement resources

If you want to contact Symantec regarding an existing maintenance agreement,
please contact the maintenance agreement administration team for your region
as follows:

Asia-Pacific and Japan contractsadmin@symantec.com
Europe, Middle-East, and Africa semea@symantec.com

North America and Latin America supportsolutions@symantec.com

Additional enterprise services

Symantec offers a comprehensive set of services that allow you to maximize your
investment in Symantec products and to develop your knowledge, expertise, and
global insight, which enable you to manage your business risks proactively.

Enterprise services that are available include the following:

Symantec Early Warning Solutions These solutions provide early warning of cyber attacks, comprehensive threat
analysis, and countermeasures to prevent attacks before they occur.

Managed Security Services These services remove the burden of managing and monitoring security devices
and events, ensuring rapid response to real threats.

Consulting Services Symantec Consulting Services provide on-site technical expertise from
Symantec and its trusted partners. Symantec Consulting Services offer a variety
of prepackaged and customizable options that include assessment, design,
implementation, monitoring, and management capabilities. Each is focused on
establishing and maintaining the integrity and availability of your IT resources.

Educational Services Educational Services provide a full array of technical training, security
education, security certification, and awareness communication programs.
To access more information about Enterprise services, please visit our Web site
at the following URL:
www.symantec.com

Select your country or language from the site index.
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Introducing Patch Policy
updates

This chapter includes the following topics:
m About the Patch Policy updates
m Getting Patch Policy updates through LiveUpdate

m Enhancements to the Patch module in Security Updates

About the Patch Policy updates

The Patch Policy updates are released once a month. These updates add, enhance,
and update the Patch policy and the associated template files on the Symantec
ESM manager. Symantec updates the patch templates with the Symantec ESM
policy installer.

Getting Patch Policy updates through LiveUpdate

There are two content update packages for the Patch Policies for different versions
of ESM. For 6.0 and 5.5 managers, select the Patch Policies - OS Patches for 5.5/
6.0 LiveUpdate package in the Enterprise Security Manager Content Updates
section. For 6.5 managers, select the Patch Policies - OS Comprehensive LiveUpdate
package in the Enterprise Security Manager 6.5+ Content Updates section. The
Comprehensive package contains the checks that apply to the platforms that are
supported only on ESM 6.5.

The policy installer executable applies to all versions of ESM and is available at
the following location:

http://securityresponse.symantec.com/
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Introducing Patch Policy updates
Enhancements to the Patch module in Security Updates

Note: If Java is installed on a Solaris 9 agent, install the JDK using the tar archive
file containing packages, available from Sun. If you install the JDK using a
selfextracting shell archive file, the module will not report vulnerability
information for it because no specific packages are installed.

Note: SU26 now supports Solaris x86. If you do not have the current modules for
SU26, you will see duplicate messages for patches. To remove these duplicate
messages, you must update your modules to SU26 or newer.

Enhancements to the Patch module in Security

Updates

Every Security Update includes updates to the Patch module. Upgrading to the
latest Security Update provides you with the most accurate patch detection.

xxx describes the enhancements to the Patch module in the latest Security Updates.

Table 1-1 Support and enhancements in Security Updates

Security Update Upgraded support and enhancements

Security Update 20 Added support for Windows Server 2003 64-Bit Itanium-based
systems

Added support for SUSE Linux Enterprise Server 8

Security Update 21 Added support for HP-UX 11i v2

Added regular expression support for the file version field for
Windows patches utilized in checking Windows Media Player
patches

Security Update 22 Added support for AIX maintenance releases and superseding
patches.

Added support for the following operating systems:

m [BMAIX5.3

m Red Hat Enterprise Linux AS 3.0 on Itanium, EM64T, and
AMD64

m Red Hat Enterprise Linux WS 3.0 on AMD64
m SUSE Linux Enterprise Server 9 for x86




Introducing Patch Policy updates
Enhancements to the Patch module in Security Updates

Table 1-1 Support and enhancements in Security Updates (continued)

Security Update

Upgraded support and enhancements

Security Update 23

Added support for SuSE Linux Enterprise Server 9 on Itanium

Added support for Red Hat Linux Workstation 3 for Xeon
(EM64T)

Added wildcard support for registry keys
Added patch results summary support
Added list installed patches support

Added service state messages support

Security Update 24

Added support for Red Hat Enterprise Linux 4 ES (x86)
Added Veritas Backup Exec product support

Added script transfer to agent support

Added Solaris Role Based Access Control support
Added Solaris 2.10 zone support

Security Update 25

Added support for the following operating systems:

m Red Hat Enterprise Linux 4 AS on Opteron and Itanium
m  Windows Server 2003 Enterprise 64-bit on Opteron and Xeon
m Added UNICODE support for AIX 433

Security Update 26

Added support for Solaris 10 on x86, x64

Added File System Entitlement module

Security Update 27

Added support for the following systems:

m Red Hat Enterprise Linux 4 AS (Xeon)
m Windows Server 2003 R2 (x86, x64)

Security Update 28

Added support for SUSE Linux Enterprise Server version 10

Security Update 30

Added support for Microsoft Windows Vista (x86, Opteron and
EM64T) Editions

Security Update 31

Added support for Red Hat Enterprise Linux 5 (x86, Opteron,
EM64T, and 1A64-bit)

Security Update 31.08

Added support for Red Hat Enterprise Linux 5.x on IBM z-series
(s390x)

Security Update 32

Added support for SUSE Linux Enterprise Server 9/10 (Opteron
and EM64T) and ESX Server 3.0.2 (x86, Opteron)

11
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Enhancements to the Patch module in Security Updates

Table 1-1

Support and enhancements in Security Updates (continued)

Security Update

Upgraded support and enhancements

Security Update 34

Added support for the following operating systems:

Microsoft Windows Server 2008 (x86)

Microsoft Windows Server 2008 64-bit (EM64T, Opteron )
Microsoft Windows Server 2008 64-Bit Itanium

HP-UX 11.23 on PA-RISC

Security Update 35

Added support for the following operating systems:

HP-UX 11.31 on Itanium
HP-UX 11.31 on PA-RISC
IBM AIX 6.1

Added support to handle Service Pack Entry for Windows
Server 2003 64-bit (Opteron and EM64T) and Windows Vista
64-bit (Opteron and EM64T) template file

See “Resolved issues” on page 32.

Added support to handle template size greater than 3MB for
HP-UX

See “Resolved issues” on page 32.

Note: These issues are resolved in Security Update 2008.06.01
(SU 35)




About the Patch Policy
2008.08.01 release

This chapter includes the following topics:

m What is new

Template updates

New patches

Resolved issues

What is new

This patch update for Symantec Enterprise Security Manager reports the operating
system and application patches for UNIX operating systems. There are a total of
1647 new patch signatures and 157 updated patch signatures in 6 templates.

The following is a summary of the updates:
m patch.phl (HP-UX 11.00 - 11.31 PA-RISC - 289 new, 1 updated)

m patch.ph2 (HP-UX 11.23 - 11.31 for Itanium-based systems - 276 new, 1
updated)

m patch.plx (RedHat Linux and Enterprise Linux - 1044 new, 155 updated)
m patch.ps6 (Sun Solaris 2.6+ - 36 new)
m patch.p64 (Microsoft Windows Server 2003 x64 Editions - 1 new)

m patch.pxw (Microsoft Windows Vista for x64 - 1 new)
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Template updates

Note: The updated patches for SuSE Linux will be provided in the later Patch

Policy releases.

Template updates

Table 2-1 lists the information about the templates that have been updated or
added for various applications and operating systems.

Table 2-1

Templates information for Windows and UNIX operating systems

Template version

Template file

Application on operating system

3122 exchg2k.ps5 Microsoft Exchange Server 2000 on Microsoft
Windows 2000 Server and Windows 2000
Advanced Server

3075 exchg2k3.p6s Microsoft Exchange Server 2003 on Microsoft
Windows Server 2003

3075 exchg2k3.ps5 Microsoft Exchange Server 2003 on Microsoft
Windows 2000 Server and Windows 2000
Advanced Server

9 exchg2k7.p6s Microsoft Exchange Server 2007 on Microsoft
Windows Server 2003

6 exchg2k7.p8s

6 exchg2k7.pS8

8 exchg2k7.p64 Microsoft Exchange Server 2007 on Microsoft
Windows Server 2003 64-bit (Opteron and
EM64T)

3118 exchg55.ps5 Microsoft Exchange Server 5.5 on Microsoft
Windows 2000 Server and Windows 2000
Advanced Server

29 ie.p3i Microsoft Internet Explorer on Microsoft
Windows Server 2003 for 64-Bit
Itanium-based Systems

26 ie.p64 Microsoft Internet Explorer on Microsoft
Windows Server 2003 64-bit (Opteron and
EM64T)

2685 ie.p6s Microsoft Internet Explorer on Microsoft

Windows Server 2003




About the Patch Policy 2008.08.01 release
Template updates

Table 2-1 Templates information for Windows and UNIX operating systems
(continued)

Template version | Template file Application on operating system

2 ie.p8i Microsoft Internet Explorer on Microsoft
Windows Server 2008 for 64-bit
Itanium-based Systems

5 ie.p8s Microsoft Internet Explorer on Microsoft
Windows Server 2008

5 ie.ps8 Microsoft Internet Explorer on Microsoft
Windows Server 2008 64-bit (Opteron and
EM64T)

3150 ie.ps5 Microsoft Internet Explorer on Microsoft
Windows 2000 Server and Windows 2000
Advanced Server

3150 ie.pw5 Microsoft Internet Explorer on Microsoft
Windows 2000 Professional

3159 ie.pwx Microsoft Internet Explorer on Microsoft
Windows XP Professional

15 ie.pwv Microsoft Internet Explorer on Microsoft
Windows Vista

1006 iis.p3i Microsoft Internet Information Services on
Microsoft Windows Server 2003 for 64-Bit
Itanium-based Systems

1005 iis.p64 Microsoft Internet Information Services on
Microsoft Windows Server 2003 64-bit
(Opteron and EM64T)

1005 iis.p6s Microsoft Internet Information Services on
Microsoft Windows Server 2003

1004 iis.ps5 Microsoft Internet Information Services on
Microsoft Windows 2000 Server and Windows
2000 Advanced Server

14 ie.pxw Microsoft Internet Explorer on Microsoft
Windows Vista 64-bit (Opteron and EM64T)

3105 iis.pw5 Microsoft Internet Information Services on
Microsoft Windows 2000 Professional

15
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Template updates

Table 2-1 Templates information for Windows and UNIX operating systems
(continued)

Template version | Template file Application on operating system

1004 iis.pwv Microsoft Internet Information Services on
Microsoft Windows Vista

3107 iis.pwx Microsoft Internet Information Services on
Microsoft Windows XP Professional

1004 iis.pxw Microsoft Internet Information Services on
Microsoft Windows Vista 64-bit (Opteron and
EM64T)

3094 iis5.ps5 Microsoft Internet Information Services on
Microsoft Windows 2000 Server and Windows
2000 Advanced Server

2975 isa2k.p6s Microsoft Internet Security and Acceleration
Server on Microsoft Windows Server 2003

2975 isa2k.ps5 Microsoft Internet Security and Acceleration
Server on Microsoft Windows 2000 Server
and Windows 2000 Advanced Server

3064 mdac.p6s Microsoft Data Access Components on
Microsoft Windows Server 2003

3064 mdac.ps5 Microsoft Data Access Components on
Microsoft Windows 2000 Server and Windows
2000 Advanced Server

3064 mdac.pw5 Microsoft Data Access Components on

Microsoft Windows 2000 Professional

3064 mdac.pwx Microsoft Data Access Components on
Microsoft Windows XP Professional

4 outlook.p3i Microsoft Outlook on Microsoft Windows
Server 2003 for 64-Bit Itanium-based Systems

4 outlook.p64 Microsoft Outlook on Microsoft Windows
Server 2003 (Opteron and EM64T)

3136 outlook.p6s Microsoft Outlook on Microsoft Windows
Server 2003




About the Patch Policy 2008.08.01 release
Template updates

Table 2-1 Templates information for Windows and UNIX operating systems
(continued)

Template version | Template file Application on operating system

3132 outlook.ps5 Microsoft Outlook on Microsoft Windows
2000 Server and Windows 2000 Advanced
Server

3133 outlook.pw5 Microsoft Outlook on Microsoft Windows
2000 Professional

3132 outlook.pwx Microsoft Outlook on Microsoft Windows XP
Professional

100 patch.p3i Microsoft Windows Server 2003 for 64-Bit
Itanium-based Systems

95 patch.p64 Microsoft Windows Server 2003 64-bit
(Opteron and EM64T)

3260 patch.p6s Microsoft Windows Server 2003

15 patch.p8i Microsoft Windows Server 2008 for 64-bit
Itanium-based Systems

25 patch.p8s Microsoft Windows Server 2008

3017 patch.pai IBM AIX

3702 patch.phl HP HP-UX 11.00 - 11.23 PA-RISC

88 patch.ph2 HP HP-UX 11.23 for Itanium-based systems

3353 patch.plx Red Hat Linux and Enterprise Linux

3254 patch.ps5 Microsoft Windows 2000 Server and Windows
2000 Advanced Server

3357 patch.ps6 Sun Solaris 2.6+

27 patch.ps8 Microsoft Windows Server 2008 64-bit
(Opteron and EM64T)

136 patch.psl SUSE Linux

3250 patch.pso Sun Solaris 2.5.1

3244 patch.pw5 Microsoft Windows 2000 Professional

3268 patch.pwx Microsoft Windows XP Professional

17
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About the Patch Policy 2008.08.01 release

Template updates

Table 2-1 Templates information for Windows and UNIX operating systems
(continued)

Template version | Template file Application on operating system

46 patch.pwv Microsoft Windows Vista Enterprise 32-bit

48 patch.pxw Microsoft Windows Vista Enterprise 64-bit
(Opteron and EM64T)

18 patch_adv2k.ps5 Microsoft Windows 2000 Advanced Server

3 sharepoint.p6s Microsoft SharePoint Services on Microsoft
Windows Server 2003

8 sql.p3i Microsoft SQL Server on Microsoft Windows
2003 for Itanium-based systems

7 sql.p64 Microsoft SQL Server on Microsoft Windows
2003 64-bit (Opteron and EM64T)

9 sql.p6s Microsoft SQL Server on Microsoft Windows
2003

8 sql.p8i Microsoft SQL Server on Microsoft Windows
2008 for Itanium-based Systems

10 sql.p8s Microsoft SQL Server on Microsoft Windows
2008

3103 sql.ps5 Microsoft SQL Server on Microsoft Windows
2000 Server and Windows 2000 Advanced
Server

6 sql.ps8 Microsoft SQL Server on Microsoft Windows
2008 64-bit (Opteron and EM64T)

3100 sql.pw5 Microsoft SQL Server on Microsoft Windows
2000 Professional

3099 sql.pwx Microsoft SQL Server on Microsoft Windows
XP Professional

5 sql.pxw Microsoft SQL Server on Microsoft Windows
Vista

9 sql.pwv Microsoft SQL Server on Microsoft Windows
XP Professional

3 visual2003.p6s Microsoft Visual Studio .NET 2003 on
Microsoft Windows Server 2003




Table 2-1

About the Patch Policy 2008.08.01 release
New patches

Templates information for Windows and UNIX operating systems
(continued)

Template version

Template file

Application on operating system

3 visual2003.ps5 Microsoft Visual Studio .NET 2003 on
Microsoft Windows 2000 Server and Windows
2000 Advanced Server

3 visual2003.pw5 Microsoft Visual Studio .NET 2003 on
Microsoft Windows 2000 Professional

3 visual2003.pwx Microsoft Visual Studio .NET 2003 on
Microsoft Windows XP Professional

11 wmplayer.p64 Microsoft Windows Media Player on Microsoft
Windows Server 2003 64-bit (Opteron and
EM64T)

16 wmplayer.p6s Microsoft Windows Media Player on Microsoft
Windows Server 2003

22 wmplayer.ps5 Microsoft Windows Media Player on Microsoft
Windows 2000 Server and Windows 2000
Advanced Server

20 wmplayer.pw5 Microsoft Windows Media Player on Microsoft
Windows 2000 Professional

19 wmplayer.pwx Microsoft Windows Media Player on Microsoft
Windows XP Professional

7 wmplayer.pwv Microsoft Windows Media Player on Microsoft
Windows Vista (32-bit)

6 wmplayer.pxw wmplayer.pxw Microsoft Windows Media

Player on Microsoft Windows Vista (64-bit)

New patches

New patches have been added for HP-UX, Red Hat Linux, and Solaris operating

systems.

HP-UX

Table 2-2 lists the news patches that have been added for HP-UX operating systems.

19
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About the Patch Policy 2008.08.01 release

New patches

Table 2-2 New patches for HP-UX
Patch ID Patch ID Patch ID
PHCO_35996 PHCO_36003 PHCO_36073
PHCO_36250 PHCO_36313 PHCO_36356
PHCO_36479 PHCO_36505 PHCO_36530
PHCO_36541 PHCO_36551 PHCO_36743
PHCO_36760 PHCO_36798 PHCO_36889
PHCO_36944 PHCO_36976 PHCO_36993
PHCO 37177 PHCO_37252 PHCO_37476
PHCO 37477 PHCO_ 37478 PHCO_37479
PHCO_37480 PHCO_37482 PHCO_37483
PHCO_37555 PHCO_37562 PHCO_37620
PHCO 37782 PHCO 37784 PHCO_ 37832
PHCO_37836 PHCO_38064 PHCO_38235
PHCO_38267 PHCO_38273 PHCO_38321
PHKL 35899 PHKL 35900 PHKL 35936
PHKL 35973 PHKL_36009 PHKL 36010
PHKL_36019 PHKL_36020 PHKL_36049
PHKL_36050 PHKL_36054 PHKL_36072
PHKL 36121 PHKL 36157 PHKL 36158
PHKL_36241 PHKL_36242 PHKL_36248
PHKL_36249 PHKL_36279 PHKL_36322
PHKL 36326 PHKL 36334 PHKL 36372
PHKL_36376 PHKL_36377 PHKL_36384
PHKL_ 36388 PHKL_ 36393 PHKL_36409
PHKL 36421 PHKL 36450 PHKL 36457
PHKL_36458 PHKL_36469 PHKL_36477




About the Patch Policy 2008.08.01 release

New patches

Table 2-2 New patches for HP-UX (continued)

Patch ID Patch ID Patch ID
PHKL_36478 PHKL_36488 PHKL_36652
PHKL 36695 PHKL 36698 PHKL 36797
PHKL_36872 PHKL_36883 PHKL_36951
PHKL 36984 PHKL 37032 PHKL_37099
PHKL 37184 PHKL 37185 PHKL 37247
PHKL_37325 PHKL_37360 PHKL_37361
PHKL 37396 PHKL 37452 PHKL 37453
PHKL 37454 PHKL 37455 PHKL 37456
PHKL_37458 PHKL_37459 PHKL_37460
PHKIL_37467 PHKI_37468 PHKIL_37472
PHKL 37473 PHKL 37474 PHKL 37475
PHKL_37554 PHKL_37647 PHKL_37648
PHKL_37650 PHKL_37658 PHKL_37719
PHKL 37797 PHKL 37802 PHKL 37822
PHKL 37874 PHKL 37883 PHKL 37929
PHKL_38032 PHKL_38053 PHKL_38054
PHKL_38107 PHKL_38171 PHKL_38174
PHKL 38197 PHKL 38236 PHKL 38240
PHKL_38243 PHKL_38260 PHKL_38275
PHKL 38288 PHKL 38299 PHKL 38331
PHKIL 38367 PHKIL 38389 PHKL 38396
PHKL_38397 PHKL_38415 PHKL_38436
PHKL 38444 PHKL 38445 PHKL 38449
PHNE_35897 PHNE_36196 PHNE_36203
PHNE_36238 PHNE_36281 PHNE_36462

21



22 | About the Patch Policy 2008.08.01 release

New patches

Table 2-2 New patches for HP-UX (continued)
Patch ID Patch ID Patch ID
PHNE_36574 PHNE_36996 PHNE_37487
PHNE_37670 PHNE_37671 PHSS_33946
PHSS_35416 PHSS_35417 PHSS_35902
PHSS_35903 PHSS_35904 PHSS_35905
PHSS_35906 PHSS_35907 PHSS_35976
PHSS_35980 PHSS_35981 PHSS_35982
PHSS_36060 PHSS_36061 PHSS_36063
PHSS_36064 PHSS_36092 PHSS_36093
PHSS_36094 PHSS 36118 PHSS 36119
PHSS_36173 PHSS_36246 PHSS_36272
PHSS_36273 PHSS_36274 PHSS_36311
PHSS 36327 PHSS 36349 PHSS_36350
PHSS_36352 PHSS_36385 PHSS_36386
PHSS_36395 PHSS_36396 PHSS_36463
PHSS 36491 PHSS_36495 PHSS_36520
PHSS_36544 PHSS_36545 PHSS_36588
PHSS_36589 PHSS_36601 PHSS_36605
PHSS_36606 PHSS_36609 PHSS_36610
PHSS_36622 PHSS_36623 PHSS_36634
PHSS_36635 PHSS_36637 PHSS_36739
PHSS 36771 PHSS 36772 PHSS 36775
PHSS_36776 PHSS_36831 PHSS_36832
PHSS_36876 PHSS_36878 PHSS_36880
PHSS_36892 PHSS_36893 PHSS_36894
PHSS 36895 PHSS 36896 PHSS_36901
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New patches

Table 2-2 New patches for HP-UX (continued)
Patch ID Patch ID Patch ID
PHSS_36902 PHSS_36998 PHSS_37004
PHSS_37017 PHSS_37019 PHSS_37020
PHSS_37021 PHSS_37040 PHSS_37048
PHSS_37093 PHSS_37095 PHSS_37101
PHSS_37117 PHSS_37143 PHSS_37147
PHSS_37148 PHSS_37162 PHSS_37163
PHSS_37173 PHSS 37174 PHSS_37175
PHSS_37176 PHSS_37182 PHSS_37183
PHSS 37202 PHSS 37222 PHSS 37244
PHSS_37265 PHSS_37273 PHSS_37274
PHSS_37280 PHSS_37281 PHSS_37297
PHSS 37298 PHSS 37301 PHSS 37302
PHSS_37303 PHSS_37304 PHSS_37308
PHSS_37336 PHSS_37356 PHSS_37408
PHSS_37409 PHSS_37410 PHSS_37411
PHSS_37412 PHSS_37413 PHSS_37414
PHSS_37415 PHSS_37416 PHSS_37418
PHSS_ 37425 PHSS_ 37439 PHSS_37440
PHSS_37493 PHSS_37495 PHSS_37497
PHSS_37499 PHSS_37501 PHSS_37538
PHSS_37553 PHSS_37565 PHSS_37566
PHSS_37570 PHSS_37571 PHSS_37595
PHSS_37596 PHSS_37599 PHSS_37602
PHSS_37621 PHSS_37624 PHSS_37662
PHSS 37675 PHSS 37745 PHSS 37746
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New patches

Red Hat Linux

Table 2-2 New patches for HP-UX (continued)
Patch ID Patch ID Patch ID
PHSS_37780 PHSS_37792 PHSS_37793
PHSS_37816 PHSS_37817 PHSS_37818
PHSS_37819 PHSS_37820 PHSS_37821
PHSS_37827 PHSS_37828 PHSS_37856
PHSS_ 37873 PHSS 37881 PHSS_ 37882
PHSS_37890 PHSS_37895 PHSS_37908
PHSS_37948 PHSS_37950 PHSS_37952
PHSS_37954 PHSS_37971 PHSS_38013
PHSS 38015 PHSS_38020 PHSS_ 38021
PHSS_38121 PHSS_38122 PHSS_38138
PHSS_38139 PHSS_38140 PHSS_38141
PHSS_38200 PHSS_ 38201 PHSS_38202
PHSS_38203 PHSS_38204 PHSS_38205
PHSS_38284 PHSS_38285 PHSS_38317

Table 2-3 lists the new patches that have been added for Red Hat Linux.

Table 2-3

New patches for Red hat Linux

Patch ID

Patch ID

Patch ID

bind-chroot-9.2.4-22.el3

bind-chroot-9.2.4-28.0.1.el4

bind-devel-9.2.4-22.el3

bind-devel-9.2.4-28.0.1.el4

bind-libs-9.2.4-22.el3

bind-libs-9.2.4-28.0.1.el4

bind-utils-9.2.4-22.el3

bind-utils-9.2.4-28.0.1.el4

bind-9.2.4-22.el3

bind-9.2.4-28.0.1.el4

bluez-libs-devel-2.10-3

bluez-libs-devel-3.7-1.1

bluez-libs-2.10-3

bluez-libs-3.7-1.1

bluez-utils-cups-2.10-2.4

bluez-utils-cups-3.7-2.2

bluez-utils-2.10-2.4

bluez-utils-3.7-2.2
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New patches

New patches for Red hat Linux (continued)

Patch ID

Patch ID

Patch ID

compat-openldap-2.1.
30-8.¢l4 6.5

compat-openldap-2.3.
27 2.2.29-8.el5 2.4

devhelp-devel-0.12-18.el5

devhelp-0.12-18.el5

elfutils-0.94.1-2

evolution-devel-1.4.5-22.el3

evolution-devel-2.0.
2-35.0.4.el4_6.2

evolution28-devel-2.
8.0-53.el4_6.3

evolution28-2.8.0-53.el4_6.3

evolution-1.4.5-22.el3

evolution-2.0.2-35.0.4.el4_6.2

firefox-1.5.0.12-0.21.el4

firefox-3.0.1-1.el5

freetype-demos-2.1.9-8.el4.6

freetype-devel-2.1.4-10.el3

freetype-devel-2.1.9-8.el4.6

freetype-utils-2.1.9-8.el4.6

freetype-2.1.4-10.e13

freetype-2.1.9-8.el4.6

gnutls-devel-1.0.20-4.el4_6

gnutls-1.0.20-4.el4_6

irb-1.6.8-12.e13

kernel-debug-devel-2
.6.18-92.1.6.el5

kernel-debug-2.6.18-
92.1.6.el5

kernel-devel-2.6.18-
92.1.6.el5

kernel-devel-2.6.9-67.0.20.EL

kernel-doc-2.6.18-92.1.6.el5

kernel-doc-2.6.9-67.0.20.EL

kernel-headers-2.6.1
8-92.1.6.el5

kernel-kdump-devel-2
.6.18-92.1.6.el5

kernel-kdump-2.6.18-
92.1.6.el5

kernel-largesmp-deve
1-2.6.9-67.0.20.EL

kernel-largesmp-2.6.
9-67.0.20.EL

kernel-smp-devel-2.6
.9-67.0.20.EL

kernel-smp-2.6.9-67.0.20.EL

kernel-xen-devel-2.6
.18-92.1.6.el5

kernel-xenU-devel-2.
6.9-67.0.20.EL

kernel-xenU-2.6.9-67.0.20.EL

kernel-xen-2.6.18-92.1.6.el5

kernel-2.6.18-92.1.6.el5

kernel-2.6.9-67.0.20.EL

nspluginwrapper-0.9.
91.5-22.el5

openldap-clients-2.2
.13-8.el4 6.5

openldap-clients-2.3
27-8.el5 2.4

openldap-devel-2.2.1
3-8.el4 6.5

openldap-devel-2.3.2
7-8.el5 2.4

openldap-servers-sql
-2.2.13-8.el4 6.5

openldap-servers-sql
-2.3.27-8.el5 2.4

openldap-servers-2.2
.13-8.el4 6.5

openldap-servers-2.3
27-8.el5 2.4

openldap-2.2.13-8.el4_6.5
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Patch ID

Patch ID

Patch ID

openldap-2.3.27-8.el5_2.4

openoffice.org-i18n-
1.1.2-42.2.0.EL3

openoffice.org-i18n-
1.1.5-10.6.0.5.EL4

openoffice.org-kde-1
.1.5-10.6.0.5.EL4

openoffice.org-libs-
1.1.2-42.2.0.EL3

openoffice.org-libs-
1.1.5-10.6.0.5.EL4

openoffice.org2-base
-2.0.4-5.7.0.5.0

openoffice.org2-calc
-2.0.4-5.7.0.5.0

openoffice.org2-core
-2.0.4-5.7.0.5.0

openoffice.org2-draw
-2.0.4-5.7.0.5.0

openoffice.org2-emai
Imerge-2.0.4-5.7.0.5.0

openoffice.org2-grap
hicfilter-2.0.4-5.7.0.5.0

openoffice.org2-impr
€ss-2.0.4-5.7.0.5.0

openoffice.org2-java
filter-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-af ZA-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-ar-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-bg_BG-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-bn-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-ca_ES-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-cs_CZ-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-cy_GB-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-da_DK-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-de-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-el_GR-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-es-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-et_EE-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-eu_ES-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-fi_FI-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-fr-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-ga_IE-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-gl_ES-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-gu_IN-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-he IL-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-hi_IN-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-hr_HR-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-hu_HU-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-it-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-ja_JP-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-ko_KR-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-lt_LT-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-ms_MY-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-nb_NO-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-nl-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-nn_NO-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-pa_IN-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-pl_PL-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-pt_BR-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-pt_PT-2.0.4-5.7.0.5.0
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Patch ID

Patch ID

Patch ID

openoffice.org2-lang
pack-ru-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-sk_SK-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-sl_SI-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-sr_CS-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-sv-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-ta_IN-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-th_TH-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-tr_TR-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-zh_CN-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-zh_TW-2.0.4-5.7.0.5.0

openoffice.org2-lang
pack-zu_ZA-2.0.4-5.7.0.5.0

openoffice.org2-math
-2.0.4-5.7.0.5.0

openoffice.org2-pyun
0-2.0.4-5.7.0.5.0

openoffice.org2-test
tools-2.0.4-5.7.0.5.0

openoffice.org2-writ
er-2.0.4-5.7.0.5.0

openoffice.org2-xslt
filter-2.0.4-5.7.0.5.0

openoffice.org-1.1.2
-42.2.0.EL3

openoffice.org-1.1.5
-10.6.0.5.EL4

php-bcmath-5.1.6-20.el5_2.1

php-cli-5.1.6-20.e15_2.1

php-common-5.1.6-20.
el5 2.1

php-dba-5.1.6-20.el5_2.1

php-devel-4.3.2-48.ent

php-devel-4.3.9-3.22.12

php-devel-5.1.6-20.el5_2.1

php-domxml-4.3.9-3.22.12

php-gd-4.3.9-3.22.12

php-gd-5.1.6-20.el5_2.1

php-imap-4.3.2-48.ent

php-imap-4.3.9-3.22.12

php-imap-5.1.6-20.el5_2.1

php-ldap-4.3.2-48.ent

php-ldap-4.3.9-3.22.12

php-ldap-5.1.6-20.el5_2.1

php-mbstring-4.3.9-3.22.12

php-mbstring-5.1.6-2
0.el5 2.1

php-mysql-4.3.2-48.ent

php-mysql-4.3.9-3.22.12

php-mysql-5.1.6-20.el5_2.1

php-ncurses-4.3.9-3.22.12

php-ncurses-5.1.6-20.el5_2.1

php-odbc-4.3.2-48.ent

php-odbc-4.3.9-3.22.12

php-odbc-5.1.6-20.el5_2.1

php-pdo-5.1.6-20.el5_2.1

php-pear-4.3.9-3.22.12

php-pgsql-4.3.2-48.ent

php-pgsql-4.3.9-3.22.12

php-pgsql-5.1.6-20.el5_2.1

php-snmp-4.3.9-3.22.12

php-snmp-5.1.6-20.el5_2.1

php-soap-5.1.6-20.el5_2.1

php-xmlrpc-4.3.9-3.22.12

php-xmlrpc-5.1.6-20.el5_2.1

php-xml-5.1.6-20.el5_2.1

php-4.3.2-48.ent

php-4.3.9-3.22.12

php-5.1.6-20.el5_2.1

pidgin-1.5.1-2.el3

pidgin-1.5.1-2.el4
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Patch ID

Patch ID

Patch ID

ruby-devel-1.6.8-12.el3

ruby-devel-1.8.5-5.el5_2.3

ruby-docs-1.6.8-12.el3

ruby-docs-1.8.5-5.el5_2.3

ruby-irb-1.8.5-5.el5_2.3

ruby-libs-1.6.8-12.el3

ruby-libs-1.8.5-5.el5_2.3

ruby-mode-1.6.8-12.el3

ruby-mode-1.8.5-5.el5_2.3

ruby-rdoc-1.8.5-5.el5_2.3

ruby-ri-1.8.5-5.el5_2.3

ruby-tcltk-1.6.8-12.el3

ruby-tcltk-1.8.5-5.el5_2.3

ruby-1.6.8-12.el3

ruby-1.8.5-5.el5_2.3

samba-client-3.0.25b
-l.eld 6.5

samba-client-3.0.9-1.3E.15

samba-common-3.0.25b
-l.eld 6.5

samba-common-3.0.9-1
.3E.15

samba-swat-3.0.25b-1.el4_6.5

samba-swat-3.0.9-1.3E.15

samba-3.0.25b-1.el4_6.5

samba-3.0.9-1.3E.15

sblim-cim-client-jav
adoc-1-31.el5_2.1

sblim-cim-client-man
ual-1-31.el5_2.1

sblim-cim-client-1.3
3-31el5 2.1

sblim-cmpi-base-deve
1-1.5.4-13a.el4_6.1

sblim-cmpi-base-deve
1-1.5.5-31.el5_2.1

sblim-cmpi-base-test
-1.5.4-13a.el4_6.1

sblim-cmpi-base-test
-1.5.5-31.el5_2.1

sblim-cmpi-base-1.5.
4-13a.el4 6.1

sblim-cmpi-base-1.5.
5-31.el5 2.1

sblim-cmpi-devel-1.0
4-13aeld 6.1

sblim-cmpi-devel-1.0
4-31el5 2.1

sblim-cmpi-dns-devel
-1-31.el5 2.1

sblim-cmpi-dns-test-
1-31.el5_2.1

sblim-cmpi-dns-0.5.2
-31.el5 2.1

sblim-cmpi-fsvol-dev
el-1.4.3-13a.el4_6.1

sblim-cmpi-fsvol-dev
el-1.4.4-31.el5_2.1

sblim-cmpi-fsvol-tes
t-1.4.3-13a.el4_6.1

sblim-cmpi-fsvol-tes
t-1.4.4-31.el5 2.1

sblim-cmpi-fsvol-1.4
.3-13a.el4_6.1

sblim-cmpi-fsvol-1.4
4-31el5 2.1

sblim-cmpi-network-d
evel-1.3.7-13a.el4_6.1

sblim-cmpi-network-d
evel-1.3.8-31.el5_2.1

sblim-cmpi-network-t
est-1.3.7-13a.el4_6.1

sblim-cmpi-network-t
est-1.3.8-31.el5_2.1

sblim-cmpi-network-1
3.7-13a.el4 6.1

sblim-cmpi-network-1
.3.8-31.el5_2.1

sblim-cmpi-nfsv3-tes
t-1.0.13-13a.el4_6.1

sblim-cmpi-nfsv3-tes
t-1.0.14-31.el5_2.1
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sblim-cmpi-nfsv3-1.0
.13-13a.el4_6.1

sblim-cmpi-nfsv3-1.0
.14-31.el5_2.1

sblim-cmpi-nfsv4-tes
t-1.0.11-13a.el4_6.1

sblim-cmpi-nfsv4-tes
t-1.0.12-31.el5_2.1

sblim-cmpi-nfsv4-1.0
.11-13a.el4_6.1

sblim-cmpi-nfsv4-1.0
12-31.el5_2.1

sblim-cmpi-params-te
st-1.2.4-13a.el4_6.1

sblim-cmpi-params-te
st-1.2.6-31.el5_2.1

sblim-cmpi-params-1.
2.4-13a.el4_6.1

sblim-cmpi-params-1.
2.6-31.el5_2.1

sblim-cmpi-samba-dev
el-1-31.el5 2.1

sblim-cmpi-samba-tes
t-1-31.el5 2.1

sblim-cmpi-samba-0.5
2-31el5 2.1

sblim-cmpi-sysfs-tes
t-1.1.8-13a.el4_6.1

sblim-cmpi-sysfs-tes
t-1.1.9-31.el5_2.1

sblim-cmpi-sysfs-1.1
.8-13a.el4_6.1

sblim-cmpi-sysfs-1.1
9-3Lel5 2.1

sblim-cmpi-syslog-te
§t-0.7.11-31.el5_2.1

sblim-cmpi-syslog-te
st-0.7.9-13a.el4_6.1

sblim-cmpi-syslog-0.
7.11-31.el5_2.1

sblim-cmpi-syslog-0.
7.9-13a.el4_6.1

sblim-gather-devel-2
.1.1-13a.el4 6.1

sblim-gather-devel-2
1.2-31.el5 2.1

sblim-gather-provide
r-2.1.1-13a.el4_6.1

sblim-gather-provide
r-2.1.2-31.el5_2.1

sblim-gather-test-2.
1.1-13a.el4_6.1

sblim-gather-test-2.
1.2-31.el5_2.1

sblim-gather-2.1.1-1
3a.el4_6.1

sblim-gather-2.1.2-31.el5_2.1

sblim-testsuite-1.2.
4-13a.el4_6.1

sblim-testsuite-1.2.
4-31.el5 2.1

sblim-tools-libra-de
vel-0.2.3-31.el5_2.1

sblim-tools-libra-0.
2.3-31.el5_2.1

sblim-wbemcli-1.5.1-
13a.el4_6.1

sblim-wbemcli-1.5.1-
31el5 2.1

seamonkey-chat-1.0.9
-0.22.el3

seamonkey-chat-1.0.9
-16.4.el4 6

seamonkey-devel-1.0.
9-0.22.el3

seamonkey-devel-1.0.
9-16.4.el4_6

seamonkey-dom-inspec
tor-1.0.9-0.22.el3

seamonkey-dom-inspec
tor-1.0.9-16.4.el4_6

seamonkey-js-debugge
r-1.0.9-0.22.el3

seamonkey-js-debugge
r-1.0.9-16.4.el4_6

seamonkey-mail-1.0.9
-0.22.el3

seamonkey-mail-1.0.9
-16.4.el4 6

seamonkey-nspr-devel
-1.0.9-0.22.el3

seamonkey-nspr-devel
-1.0.9-16.4.el4_6

seamonkey-nspr-1.0.9
-0.22.el13
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seamonkey-nspr-1.0.9
-16.4.el4 6

seamonkey-nss-devel-
1.0.9-0.22.e13

seamonkey-nss-devel-
1.0.9-16.4.el4_6

seamonkey-nss-1.0.9-0.22.el3

seamonkey-nss-1.0.9-
16.4.el4 6

seamonkey-1.0.9-0.22.el3

seamonkey-1.0.9-16.4.el4_6

selinux-policy-devel
-2.4.6-137.1.el5_2

selinux-policy-mls-2
.4.6-137.1.el5_2

selinux-policy-stric
t-2.4.6-137.1.el5_2

selinux-policy-targe
ted-sources-1.17.30-2.150.el4

selinux-policy-targe
ted-1.17.30-2.150.el4

selinux-policy-targe
ted-2.4.6-137.1.el5_2

selinux-policy-2.4.6
-137.1.el5_2

xen-libs-3.0.3-41.el5_1.5

XFree86-100dpi-fonts
-4.3.0-128.EL

XFree86-75dpi-fonts-
4.3.0-128.EL

XFree86-base-fonts-4
.3.0-128.EL

XFree86-cyrillic-fon
ts-4.3.0-128.EL

XFree86-devel-4.3.0-128.EL

XFree86-doc-4.3.0-128.EL

XFree86-font-utils-4
.3.0-128.EL

XFree86-1S08859-14-1
00dpi-fonts-4.3.0-128.EL

XFree86-1SO08859-14-7
5dpi-fonts-4.3.0-128.EL

XFree86-1S08859-15-1
00dpi-fonts-4.3.0-128.EL

XFree86-1S08859-15-7
5dpi-fonts-4.3.0-128.EL

XFree86-1S08859-2-10
Odpi-fonts-4.3.0-128.EL

XFree86-1SO08859-2-75
dpi-fonts-4.3.0-128.EL

XFree86-1S08859-9-10
Odpi-fonts-4.3.0-128.EL

XFree86-1S08859-9-75
dpi-fonts-4.3.0-128.EL

XFree86-libs-data-4.
3.0-128.EL

XFree86-libs-4.3.0-128.EL

XFree86-Mesa-libGLU-
4.3.0-128.EL

XFree86-Mesa-libGL-4
.3.0-128.EL

XFree86-sdk-4.3.0-128.EL

XFree86-syriac-fonts
-4.3.0-128.EL

XFree86-tools-4.3.0-128.EL

XFree86-truetype-fon
ts-4.3.0-128.EL

XFree86-twm-4.3.0-128.EL

XFree86-xauth-4.3.0-128.EL

XFree86-xdm-4.3.0-128.EL

XFree86-xfs-4.3.0-128.EL

XFree86-Xnest-4.3.0-128.EL

XFree86-Xvfb-4.3.0-128.EL

XFree86-4.3.0-128.EL

xorg-x11-deprecated-
libs-devel-6.8.2-1.E1.33.0.4

xorg-x11-deprecated-
libs-6.8.2-1.EL.33.0.4

xorg-x11-devel-6.8.2
-1.EL.33.0.4
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xorg-x11-doc-6.8.2-1
.EL.33.04

xorg-x11-font-utils-
6.8.2-1.EL.33.04

xorg-x11-1ibs-6.8.2-
1.EL.33.0.4

xorg-x11-Mesa-1ibGLU
-6.8.2-1.EL.33.0.4

xorg-x11-Mesa-libGL-
6.8.2-1.EL.33.0.4

xorg-x11-sdk-6.8.2-1
.EL.33.0.4

xorg-x11-server-rand
r-source-1.1.1-48.41.el5_2.1

xorg-x11-server-sdk-
1.1.1-48.41.el5_2.1

xorg-x11-server-Xdmx
-1.1.1-48.41.el5_2.1

xorg-x11-server-Xorg
-1.1.1-48.41.el5_2.1

xorg-x11-tools-6.8.2
-1.EL.33.04

xorg-x11-twm-6.8.2-1
.EL.33.0.4

xorg-x11-xauth-6.8.2
-1.EL.33.0.4

xorg-x11-Xdmx-6.8.2-
1.EL.33.0.4

xorg-x11-xdm-6.8.2-1
.EL.33.04

xorg-x11-xfs-6.8.2-1
.EL.33.0.4

xorg-x11-Xnest-6.8.2
-1.EL.33.0.4

xorg-x11-Xvfb-6.8.2-
1.EL.33.0.4

xorg-x11-6.8.2-1.EL.33.0.4

xulrunner-devel-unst
able-1.9.0.1-1.el5

xulrunner-devel-1.9.0.1-1.el5

xulrunner-1.9.0.1-1.el5

yelp-2.16.0-20.el5

Table 2-4 lists the new patches that have been added for Solaris operating systems.

Table 2-4 New patches for Solaris
Patch ID Patch ID Patch ID
108869-35 109326-22 110286-16
113329-21 113713-26 114014-19
117350-55 119067-10 119254-57
119255-57 119758-12 119783-06
119784-06 120272-20 120273-22
120292-02 120293-02 120544-11
121212-02 122300-29 122911-13
122912-13 123590-09 123591-09

31



32 | About the Patch Policy 2008.08.01 release
Resolved issues

Table 2-4 New patches for Solaris (continued)

Patch ID Patch ID Patch ID
127959-02 127960-02 128306-05
128307-05 137017-03 137018-03
137111-03 137112-03 137289-02
137293-02 137402-02 138441-01

Resolved issues

The following issues are resolved in the Security Update 2008.06.01 (SU 35) release:

Windows Server 2003 If you find the following issues:

64-bit (Opteron and m The OS Patch module reports ‘No Problems Found’ message

EM64T) and Windows . . .
R . without any patch information.
Vista 64-bit (Opteron and L .
m Inthe Event log of ESM agent an application error is found.
EM64T)

Then to resolve these issues, do one of the following:

m Remove Service Pack Entry row from patch.p64 and
patch.pxw template files, if the ESM agent has SU 34 or
previous versions installed.

Or

m Upgrade ESM agent to Security Update 2008.06.01 (SU 35).

HP-UX Added support to the OS Patch module to handle patch.ph1 and

patch.ph2 template files size greater than 3MB.

If the OS Patch module reports ‘Unexpected System Error’
message, then upgrade the ESM agent to Security Update
2008.06.01 (SU 35).
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